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L REAL PARTY IN INTEREST 
The real party-in-interest is ttic assignee^ Hewlett-Packard Company, a Delaware 
corporation, having its principal place of business in Palo Alto, California* 

IL RELAT1ED APPEALS AND INTl^RFERENCES 
There are no known related appeals or interfer^deg known to appellant, th© 
appellant's legal r^jrescntative, or assignee that wiU directly afiFect or be directly affected 
by or have a hearing on the Appeal Board's decisicm in the pending appeal. 

m. jST^TUS OF CLAIMS 
Claims 1 - 20 and 31 - 37 are aHowed, and claims 21 - 30 and 38 - 40 stand 
finally rejected. The xejection of claims 21 - 30 and 38 -40 is appealed. Claims 1-20 
and 3 1 - 37 are not sppeeled since these claims are allowied. 

JV. STATTTS OF AMENDMENTS 

No amendments were made after receipt of the Final Office Action* All 
amefidments have been entered. 

V, SUMMAR Y OF CLAIMEP SUBJECT MATTER 
The following provides a concise esplanation of the subject matter defined in 
each of the clahns involved In (he s^eal« teferring to the specification by page and line 
number and to ihe drawings by refference characters, as required by 37 C.F.R. 
§ 41.37(c)(l)(v). Each element of the daims is id«itifi©d by a corresponding reference to 
the specificatioix and drawings where applicable. Note that the citation to passages in the 
spedficatlan and drawings for each daixn element does not imply that the limitations 
fixfm the specification and drawings should be read into the oorresponding claiin eletnetit 
or that these are the sole sources in the specification supporting the claim features. 

A computer readable medium having instructions for causing a computer to 
execute a method, comprising (p. 4, line 23 - p. 6, line 1 1): 
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operating a software ptocess (FIG. 1: 106, 108) on a compiiter (FIG. 1: 101), staid 
software process including a plurality of attributes (PIO* 1: 112, 114; 6, line 12 -p, 7, 
line 21); 

executing an operating system kernel (FIG. 1 : 127) in communication with said 
software prooesSj said operating system kernel in commimi cation with an executable file 
to be accessed by said software process (p. 8, line 3 - p. 8, line 14; end 

modifying the plurality of attributes for the software process based on an 
executable environment attribute (FIG. 1 : 225) stored in association with the executable 
file, such that when said executable file is executed, a new software process attribute is 
set as a function of the executable eavirornnent attribute (p. 12> line 1 - p. 12, line 14; p. 
H line 22 -p. 15, line 24). I 



Vr> GROUNDS OF RE JECTION TO Bi: REVIEWED ON APPEAL 

Claitns 21-30 and 38-40 are rejerted under 35 USC § 101 as being directed to 
non-statutory subject matter* 
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The rejection of claims 21 - 30 and 38 - 40 is improper^ and Applicants 
respectfully requests withdraw of this rejection* 

Claim Rejections: 35 USC § 101 

Claims 21 - 30 and 38 - 40 are rejected under 35 USC § 101 as heing directed to 
uon-statutory subject matter. Thus, the sole issue on appeial is whether claims 21 - 30 and 
38 -40 are dire(?ted to patentable subject matter \mdet 3SUSC § lOL 

Overview of Issues 

Claims 21-30 and 38-40 recite the following preamble; "A computer readable 
medium having inatnictions for causing a computer to eTcbcute a method, oomprising." In 
the specification, Applicants provide a lengthy description and examples of various 
"computeivieadable medium " Hiese examples include various media, such as electronic, 
magnetic, optical, ROM, RAM, etc. The specification also states: 

Note that the computer-readable medium could even be paper of 
another suitable medium ixpon which the pro-am is printed, as the 
program can be electronically captured, via for instance optical 
scanning of tiie paper or other medium, then compiled, interpreted 
or otherwise processed in a smtable manner if necessary, and thm 
stored in a computer memory, (Specification at page 6, lines 7-1 1). 

The Examiner rejects diese claims as bdng non-statutory under 35 USC § 101- 
Spedfically, the Examiner cites several cases related to printed matter and states: 
"Printed matter which fails to be functicmally interrelated to its substrate has long be«i 
held to be nonstatator/' (FOA at p. 3). 
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Examiiier's Re^ectioiLCQntrflrv to Case Law 

The rejection of the Examiner directly conflicts with current case law that is 
precedent in this matter. The Federal Circuit has held that the printed matter cases have 
no relevance where, as here, the claims recite information readable by a machine. For 
instance, ttie Federal Circuit decision in /n Re Lowry explicitly rejected the notion that 
printed matter rejections apply to computer readable medi^t 

I 

The printed matter cases "dealt with claims defining as the 
invention certain novel arrangements of printdd lines or characters, 

i 

useful and inteiligtble only to the human mind*" Bemhart, 
417 F.2d 1395, 1399, 163USPO 611. 615 (CCPA 1969). The 

printed matter cases have no Jactual relevance! where **£he 
invention as defined by the claims requires that the informatioa be 
processed not by the mind but by a machine, the computer,^ Id. 
(Emphasis in original: In Re Lowry, 32 F Jd 1579, 1583 (Fed. Clr. 
1994)> 

As yet another example, the Federal Circuit decision in In re Beauregard 
expressly stated that the printed matter doctrine does not apply to computer program 
product claims (see/n re Beauregard, 53 F.3d 1583 (Fed. Cir. 1995)). In order to 
advance prosecution, Applicants even amended the rejected claims to emulate the 
preamble expressly allowed in In re Semregard. In other words, claims 21-30 and 38-40 
were amended to recite the preamble expressly allowed minre Beauregard. Despite this 
amendment, the Examiner has refused to withdraw the rqjection under 35 USC § 101- 

Thus, the Federal Circuit has expressly held ttiat tiie printed matter cases have no 
relevance here (In re Lowry at 1 583), More specifically, claims 21-30 and 38-40 require 
that information is processed, not by the mind, but by a machine. In fact, the body of 
indepetident claim 21 even recites computer elements such as "operating a software 
process on a computer'* and **executing an operating system kernel in communication 
with the software process," 
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In light of the legal precedent in the Federal Circuit, Applicants respectfully ask 
the Board of Appeals to rcvorso the rgection of claims 2 J -30 and 38-40. 

ResDOMc to Fv^mh^y^^m Case Law atfttiona 

The ExaiQiner dtes several cases in an attempt to jsupport his position that the 
printed matter cases apply to the computer readable medijmi of claims 21-30 aad 38-40, 
Applicants disagree with the Exanainer's interpretation these cases. In feet. Applicants 

i 

argue that these cases actually si^port patentability of coinput^ readable medium claims. 

As one example, the Examiner cites In re Janes. This decision supports the 
positi on of the Applicants. In this case, the court stated; \ 

i 

We think it is error to confuse the lines on a p^ent drawing, 

which may have the appearance ofprinted matter," with 

i 

fimctionAl elements of a mechanism which in Use actuate 
other mechanism or electrical circuits or devices intended to 
be illustrated by the drawing, (In re Jones, 373 F. 2d 1007, at 
1013), 

As norted above, the body of inderpendent claim 21 recites numerous elements for 
performing opemtions on a computer ("operating a software process on a computer'' and 
'^executing an operating syst^ kernel in communication with the software process" etc,). 
Further yet, the portion of I3i6 specification that mentions a oonqniter-readable medium as 
being paper even expressly states that the printed program perfbrms operations on a 
computer* 

[T]he computer-readable medium could even be paper of another 
suitable medium upon which the program is printed^ as the 
program can be electronically captured, via for instance optical 
scanning of the paper or other medium, ihen complied, 
interpreted or otherwise processed In a suitable manner if 
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necessary, and then stored In a ramputer n^emory. (Emphasis 
added). 

! 

Hius, the CCPA decision in In Re Jones cited by the Examiner does not support 
the rejection. Rather, Jones is consistent with the Fedcrai Circuit's holding in Lowry that 
computer readable printed paper as recited in the rqj ected claims is not subject to a 

printed matter rejectioiL 1 

i 

Refected dfltma Meet Criteria of S 101 | 

Under 35 USC § 101 , patentable subject matter mjust have two basic criteria. First, 
the subject matter must be one of processes, machines, manufacturers^ and compositions 
of matter. GeneraHy, three categories are not included as jpatentable subject matter (1) 
abstract ideas, (2) laws of nature, and (3) natural phenom^a. Second, the subject matter 
to be patented must be '*use&l/' Applicants' claimed subject matter meets both of these 
criteria. 

First, as noted above, the Federal Cfax^iit has cleariy held that computer readable 
medium are statutory subject matter according to 35 USC § 101 (see Lowry). Second, the 
Examiner has made no argument whatsoever that claims 2 1-30 and 38-40 are not useful 
within the meaning of 35 USC §101. Nonefheleas, Applicants will show that daims 21 - 
30 and 38-40 are **useful'^ according to 35 USC 1 101 . 

Independent claim 21 has a practical application in ^ technological arts since the 
claim produces a concrete, tan^ble, and useful result* In other words, the claim recites at 
lea^ one step or one act that produces something that is concrete, tangible, and useful. By 
way of illustration only, claim 21 recites (emphasis added): 

modifying the plurality of attributes for the software process 
based on an executable environment attribute stored in association 
with the executable file, such that when said executable file is 
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executed^ a new software process attribute is set as a function of 
the executable enviranment attribute* 

i 

Thus, claim 21 recites that plural attributes are modified such that a new attribute 
is set as a function of the executable environment attribute. In other words, the claim 
recites a concrete, tangible, and useful result for modifyi4g plural attributes for a software 
process. The act of such modification provides a concrete^ tangible, and useful result. 

i 
! 

Law S\a?B9rtg AgpUganta* rwition 

The legal position of the Applicante is dearly sup|3oited in MPEP 2106 and case 
law (see ^rdtrCo^p, v. Excel CommunicaHons, 172 R34 1352 at 1358 (Fed.Cir. 1999)). 
The law clearly states: "Only when the claim is devoid of any lunitation to a practical 
jqpplication in the technological arts should it be rejected under 35 USC 1 01 " (MPEP 
2106: Bmphasis added). Applicants have shown that independent daim 21 is not devoid 
of a limitation to a practical plication in the technological arts. 

Next, Applicants respectfully cite MPEP 2105 to support fiorther thar position: 

The applicant is in ttie best position to explain why an • 
invention is believed usefiil* OfBoe personnel should therefore 
focus their efforts on pointing out statements made in the 
spedfication that identify all practical applications for the 
invention. Office personnel should rdy on sudi statements 
throughout the examination \^^en assessing the invention for 
compliance with all statutory criteria. An applicant may assert 
more than one practical application, but only one is necessary to 
satisfy the utliity requirement. Office personnel should review 
the entire disclosure to detemiine the features necessary to 
accomplish at least one asserted practical application. (Bold 
added)* 
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For at least these reasons. Appellants respectfully ask the Appeal Board to 

withdraw the rejection under 33 USC § 1 01 . i 

I 

! 

Snacification Supports UsftfiilTn^as of riainiR i 

Applicants' specification further supports the usefulness of the clsdms. By way of 
example, the Background discussea the following probletb: 

I 

I 

In many casoSj a number of different program^ execute in 
pracessea that have been a3signed identical sets of attributes* In 
these cases, the kernel is unable to apply difiTejrent access control 
criteria to the different processes, and a process may thus be 
vulnerable to various flav^s that can cause it tq corrupt data or 
resources belonging to another process, (Applicants* specification 
p. 2, line 24 - p, 3, line 3). 

Applicants' specification fixrther discusses the following: 

By attaching execution environment attribute sets to various 
executable program files, the administrator can easily control -die 
credentials and ciqMibilities under which the various programs 
operate, irrespective of the identify of the invoking user. 
(Applicants' specification p. 15, lines 3-6)* 

As noted above, claim 21 i:ccit^ that plural attributes are modified such that a 
new attribute is set as a fimction of the executable environment attribute* Modification of 
attributes is clearly uaefiil under 35 USC § 101, 

Conclusion 

In short, claims 21-30 and 38-40 meet the requirements of 35 USC § lOL The 
Office Action contends that since Applicants' specification states that a computer 
readable medium includes a piece of paper, claims 21-30 and 38-40 are directed to non- 

9 
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Statutory subject matter. This argument is improper. The Examiner is not properly 

^plying the law of 35 USC § 101. Further, Applicants re^ectfully argue that the 

Examiner is not following the U-S. Patent and Trademarid Office's own guidelines for 

software cases (see. Examination Guidelines for Computer-Related Inventions)- The 

Examiner has not followed these guidelines in rejecting tljie claims under Section 101 . 

i 
i 
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■Sft"*- 'WP* .#r- 4^ 



bi view of the above> Applicants respectfully reqi^est the Board of Appeals to 
reverse the Examiner's rejection of claims 21-30 ajul 3^ - 40, 

Any inquiry regarding this Amendment and Response should be directed to Philip 
S. Lyren at Telephone No. (281) 514-8236, Facsimile Nol (281) 514-8332. In addition, 
all correspondence should continue to be directed to the following address: 



Hewlett-Packard Company 
Intellectual Property Administration 
P.O: Box 272400 



Fort Collins, Colorado 80527-2400 




Reg, No, 40,709 
Ph: 281-514-8236 



CERTIFICATE UNDER 37 CJ,R, l.S 
The undcrdgoed hereby certified that ihl& paper or papers, as dcscribedhgsiiii is bdng tranunittod ta the United St&tM 
Patettt anrf Trademark Office fecsimile number 571-273-8352 an thi» &fn ^xv of Jpfruary, 2006. 



^3-8300 an thi» kZrZ^ day of Mttruary, 
Name: Carrie McKerley Q 
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Vni. Claims Api>endi3: 



1. A system for establishing a secure execution environment for a software 
process executed by a program operating on a computer, comprtsing: 

a software process operating on a computer, said software process including a 
plurality of attributes; j 

an operating system kernel in communication witji said software process and in 
communication with an executable file to be accessed by jsaid software process; and 

a system call trap associated with said operating sjystem kernel, said system call 
trap configured to modify the plurality of attributes for the software process in said 
opoating system kernel based on an e^cecutable environment attribute stored in 
association with said executable file, such that when said executable file is executedi a 
new software process attribute is set as a function of the ^ecutablc envitxwwnent 
attribute. 



2- The system of claim 1, wherein said system call trap further comprises: 
a process attribute extension; and 

an access token extension associated with said process attribute extension, said 
access token extension including said executable environm^t attribute. 

3. Hie system of claim 1, wherein said executable environment attribute is 
contained in a database associated with said executable file. 



4. The system of claimU wherein said executable environment attribute is chosen 
fronn the group consisting of user ID, group IDs and privileges/ 

5. The system of claim 1 , wherein said execution environment attribute isolates 
said software process from any other software process operating on said computer. 

6. The system of claim 1 , wherein said software process is a web server process* 
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ijrocess is 



7. The system of claim 1, wherein said software process is a file transfer process, 

I 

8. The system of claim 1 , wherein said software jirocess is a mail server process. 

I 

! 

9. The system of claiml, wherein said executable environment attribute is 

associated to said software process upon execution of sai^ software process. 

I 

i 

I 

10. The system of claim 1, wherein said executable environnient attribute 
replaces any existing attributes associated with said software process. 

11. A method for establishing a secure execution environment for a software 
process executed by a program operating on a computer^ me method comprising: 

operating a software process on a computer, said software process including a 
plurality of attributes; 

executing an operating system kernel in coirmumijcation with said software 
process, said operating system kernel in communication with an executable file to be 
accessed by said software process; and 

modiftdng the pluxality of attributes for the software procw^ 
executable eaviroisment attribute stored in association with the executable fde, «uch that 
when said executable file is executed, a new software process attribute is set as a fimction 
of the executable environment attribute. 

12< The method of claim 11, fiirther comprising: 
executing a process attribute extension; and 

executmg an access token extetision associated with said process attribute 
extension^ said access token extension including the executable envirormient attribute* 

1 3 . The method of claim 1 1 , wherein the executable environment attribute is 
contained in a database associated with said executable file. 
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14, The method of claim 11, wherein said the executable environment attribute is 
chosen ftum the group consisting of iiser ID, group IDs aiid privileges. 



15. The method of claim 11, wherein said execution environment attribute 
isolates said software process frojn any other software process operating on said 
computer. 

1 6* The method of claim 1 1 , wherein said software process is a web server 
process, 

17. The method of claim 11, wherein said softwaj?e process is a file transfer 
process. 

18. The me&od of clahn 1 1, wherein said software procsess is a mail server 
process. 

1 9. The method of claim 1 1 , wbezein the executable environment attribute is 
associated to said software process upon execution of sai4 software process. 

20. The method of claim 1 1, wberdn the executable environment attribute 
replaces any existing attributes associated with said software process* 

21 . A computer readable medium having instructions for causing a computer to 
execute a method; comprising; 

operating a software process on a computer, said software process includhig a 
phirality of attributes; 

executing an operating system kernel in communication with said software 
process^ said operating system kernel in communication with an executable file to be 
accessed by said softwsre process; and 

modifying the plurality of attributes for the software process based on an 
executable environment attribute stored in association with the executable file, such that 
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when said exwutable file is executed, a new software projcess attribute is set as a function 
of the ex.ecutable environment attribute. ! 

j 

22. The computer readable medium of claim 21, jiirther comprising: 
executing a process attribute extension; md 

executing an access token extension associated with said process attribute 
extension, said access token extensioi:i including the exccitable environment attribute. 

23 . The computer readable medium of claim 21, vherein the executable 
environment attribute is contained in a database associated witli said executable file. 

24. The computer readable medium of claim 21 , therein said the executable 
environmeiit attribute i$ chosen from the group consisting of user ID, group IDs and 
privileges. 

25. The computer readable medium of claim 21 » wherein said execution . 
environment attribute isolates said software process ftom, any other software process 
operating on said oonqniter . 

26. The computer readable medium of claim 21, wherdn said software process is 
a web server process, 

27. The computer readable medium of claim 21, wherein said software process is 
a file transfer process. 

28. The computer readable medium of claim 21> \rfierein said software process is 
a mail server process. 

29. The computer readable medium of claim 2 1 , wherein said the executable 
environment attribute is associated to said software process upon execution of said 
software process. 
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30* The oompxJter readable medixim of claim 2 1 , ^heroin the executable 
environment attribute replaces any existing attributes associated with said software 
process. 



31- The system of claim 1 , wha^in the system 
determine whether the execution ^rvironment attribute 



call trap is further configured to 
cc^ntains an inherit flag. 



32, Th& system of claim 3 1 , wherein the system c all trap is further configured to 
store a current attribute for a current process when the exi?cution environment attribute 
contains an itiherit flag. 

! 

33. The system of claim 32, wherein the system cjall trap is further configured to: 
determine whether the cuir^t attribute for die current procesa contains the inherit 

flag; I 

merge the execution environment attribute with a previously stored attribute if the 
current attribute does not contain the inherit flag; and 

merge the execution environment attribute with the current attribute if the current 
attribute does cotxtain the inherit flag. 



34- The mediod of claim 1 1 , further comprising determining whether the 
execution environment attribute contains an inherit flag. . 



35. The method of claim 34, fbrther conqjrising storing a current attribute for a 
current process vrfien the execution attribute contains an inherit flag, 

36* Themethodofdaim 35, further comprising: 

determining wheiha: the current attribute for the current process contains the 
inherit flag; and 

merging the execution environm«it attribute with a previously stored attribute if 
the current attribute does not contain the inherit flag. 
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37. The method of claita 35, further comprising: ' 

determirdng whether the current attribute for the Jurreat process contains the 
inherit flag; and 

merging the execfution environment attribaite with i 
current attribute does contain the inherit flag* 



3 8. The computer readable medium of claim 2 U lurther comprising determining 
whether the execution environment attribute contains an inherit flag. 



the current attribute if the 



39. The computer readable medium of claim 38, 
current attribute for a current process when the execution 
flag. 



: urfher comprising storing a 
attribute contains an inherit 



40. the computeir readable medium of daim 39, further comprising: 
determining whether the current attribute for the durresit process contains the 
inherit flag; 

merging the execution environmrnt attribute witfaia previously stored attribute if 
the current attribute does not contain the inherit flag; and ; 

merging the execution environment attribute with the current attribute if the 
current attribute does contain the inherit flag. 
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None. 
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X> RELATED PROCEEDINGS APPENDIX 



None. 



19 



PAGE 21/21* RCVD AT 2/612006 4:01 :4fl PM [Eastern Standard ^^^^^ 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

M LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



